The use of UAVs in areas ranging from agriculture over urban services to entertainment or simply as a hobby has rapidly grown over the last years. Regarding serious/commercial applications, UAVs have been considered in the literature, especially as mobile sensing/actuation platforms (i.e., as a delivery platform for an increasingly wide range of sensors and actuators). With regard to timely, cost-effective and very rich data acquisition, both, NEC Research as well as TNO are pursuing investigations into the use of UAVs and swarms of UAVs for scenarios where high-resolution requirements, prohibiting environments or tight time constraints render traditional approaches ineffective. In this review article, we provide a brief overview of safety and security-focused application areas that we identified as main targets for industrial and commercial projects, especially in the context of intelligent autonomous systems and autonomous/semi-autonomously operating swarms. We discuss a number of challenges related to the deployment of UAVs in general and to their deployment within the identified application areas in particular. As such, this article is meant to serve as a review and overview of the literature and the state-of-the-art, but also to offer an outlook over our possible (near-term) future work and the challenges that we will face there.
Introduction
In the past decade, autonomously operating Unmanned Aerial Vehicles (UAVs), often referred to as airborne drones or simply as drones, have become a mass-market technology. In the academic literature, they are referred to under a number of acronyms such as UAVs [1] , UASs (Unmanned Aerial Systems) [2] , RPAs (Remotely Piloted Aircrafts) [3] or ROAs (Remotely Operated Aircrafts) [4] . Their operational use dates back to at least as far as the Vietnam War [5] . Due to the recent decrease in cost and improved performance of virtually all of their relevant sub-systems, they have become a commercially available technology, affordable to the wider public. Their use in swarms and in collaboration with other autonomously operating cyber-physical systems is already being investigated by a plethora of research projects [6] [7] [8] [9] and studies [10, 11] . Such collectives of cooperating devices often solve problems far more efficiently than a single device, especially in environments subject to continuous change. In [12] the authors identify 3 categories of applications which are currently attracting a lot of attention from the community: (1) formation control and self-assembly methods ( [11, [13] [14] [15] [16] [17] [18] [19] ), (2) localization and search methods ( [20] [21] [22] [23] [24] ) and (3) techniques for solving optimization problems ( [25] [26] [27] ). Furthermore, ref [12] highlights the ability to sense as an integral basic functionality.
Indeed, in the literature, there is increasing reference made to the potential [28] of using UAVs as autonomous or semi-autonomous operating data acquisition platforms, often referred to as Mobile Sensing Platforms (MSPs). They can be equipped with state-of-the-art measurement instruments offering extremely high resolution and are ideally suited to access otherwise prohibitingly inaccessible locations or to operate in hostile environments that would be lethal to the human operator.
A recent survey [10] identified the same application areas for UAVs that we focus on in this article (with the only omission by us being Precision Agriculture); this is summarized in the table in Table 1 . Table 1 .
A surveys [10] listing application areas (addressed by our and other groups at TNO/NEC) as functionalities within the two application domains considered. WAN = Wireless Access Networks, RS = Remote Sensing, RTM = Real-Time Monitoring, SAR = Search and Rescue, GL = Goods Delivery/Logistics, INT = Surveillance and SI = Structural Inspection. For details in areas other than public safety and civil security, we refer to [10] . [29] x x x x [30] x x [31] x x x x [32] x [33] x [34] x [10] x x x x x x x
Reference WAN RS RTM SAR GL INT SI
While Table 1 is certainly not a comprehensive overview over all application areas, the referenced literature is extensive in scope, and the application areas identified have attracted a significant of attention and we believe them to be prominent areas deserving separate consideration. In this article we focus on two application domains, namely the area of smart cities & public safety (Section 2) as well as the use of UAVs for civil security & in disaster response (Section 3). Within these areas, we especially consider collaborative actions of groups of UAVs forming a multi-agent swarm [6, 9] .
For each of these areas, we distinguish applications as belonging to three categories (which may overlap): we consider sensing and acting capabilities and tasks separately and treat the combination of more than one of these as a service. For each of the two areas, we report on area-specific applications found in the literature, separated by category (in Sections 2.3 and 3.3, respectively). We further identify the advantages of using UAVs in these areas (in Sections 2.4 and 3.4, respectively).
In addition, in Section 4, we address the challenges we believe to be most prominent. We have restricted our investigations to three domains: UAV communication and communication infrastructure (Section 4.1) because these challenges need to be addressed to operate UAVs and espcially UAV-swarms, hardware and software issues and choices (Section 4.2) which amongst other aspects are a financial and a performance issue, and finally, the general matter of operating UAVs in the wild (Section 4.3) because with the increasing popularity of UAVs comes a plethora of legal and ethical questions.
The authors' work in the last 7 years has been in the identified areas and has focused on the design of novel approaches and algorithms to optimize the collective performance of swarms of UAVs (cf. [35] [36] [37] [38] [39] ), addressing some of the communication and collaboration aspects, identified as challenges. Our work has been practically applied and tested using a test-bed developed for the operating of hybrid swarms of up to 25 devices [36] such as the one shown in Figure 1 . 
Application Area: Smart Cities and Public Safety
There are many opportunities to employ UAVs in the context of smart cities and public safety: for example, ref [51] lists the following applications as relevant domains: While flying video surveillance systems [48] are maybe the most popular vision of the future in pop-culture, so-called flying cellular networks [52] are receiving by far the most attention in the research community (in the context of publications we refer to [52] [53] [54] [55] [56] [57] [58] [59] [60] [61] [62] , all of which report on UAV-based aerial communication infrastructure to deliver broadband wireless connectivity or for UAV-based mobile wireless access networks). In contrast to the normal wireless access networks such as cell networks for mobile phones which ultimately rely on a wired infrastructure-based network [55] , a UAV-based wireless access networks could be relatively independent from fixed entry points to the back haul network because even if they can not provide a complete airborne connection, they can dynamically change their topology and the back haul entry points they connect to.
Smart City Sensing
One fundamental aspect of a smart city is its sensing capability, provided through a large number of sensors deployed [57] . But the deployment of these sensors is only part of the required infrastructure, as the generated data has to be collected and aggregated to support informed decision making. UAVs can play an essential role in providing a mobile wireless sensor network [54, 57, 62] , network relay connectivity and situational awareness [63] . They are expected to communicate with many different smart objects, such as sensors and embedded devices [64] . Their mobility [61] , the ability to provide real-time data [65] and the potential to carry hardware for on-board decision making [66] make UAVs the ideal candidate. Indeed, as projected by in [63] , UAVs are expected to play a critical role in smart cities and city-wide IoT (Internet-of-Things) infrastructure.
Intelligence Gathering
The use of Unmanned Aerial Vehicles (UAVs) in civil defence applications has increased due to their portability and low operational costs [67] . To spread the cost for procuring and operating such devices, further multiple agencies can cooperate and form a consortium [68] that shares resources and, more importantly, the data collected by these devices (such as imagery or live video feeds). As proposed in [69] , UAVs can be used to locate civil security units such as fire fighters or policemen if they are equipped with transponders. This would further enhance the situational awareness and could be used between agencies to coordinate operations or to improve the security of the units in the field.
The majority of the fastest growing urban areas are in Asia, Africa or the Middle East and many of them are in costal regions. Port security is a major factor in those cities as ports involve many continuously changing moving objects as well as large commercial and industrial sites and infrastructure. The ability to deploy sensing capabilities at will to identify objects and activities of interest is desirable. As discussed in [70] multiple UAVs could work together near/over water or the open sea. To further extend the operational reach water-based autonomous vehicles (Unmanned Surface Vehicles, USVs) can be included (cf. [70, 71] ) to cooperate with the aerial units [70] .
Monitoring
The use of UAVs in the context of disaster response is discussed in Section 3 where we focus on the applications deployed in the aftermath of a disaster. To avoid repeating ourselves we consider any application primarily designed for disaster mitigation (i.e., done to avoid a disaster altogether or to at least reduce the resulting impact) as falling under the category of public safety (and thus include these applications in the current section).
Industrial facilities and plants pose substantial risks due to hazardous materials used on these sites. Especially toxic gases are very problematic as they are often invisible to the naked eye, making the tracking of spillage more difficult than e.g., oil spills. Gas monitoring [72] in man-made disasters can be extremely important if there is even a potential for gas leakage. Unfortunately, the worst industrial disaster (Bhopal, India, 1984) involved gas and killed thousands of people and left more than half a million injured. As described in [57] , smart cities in the future will have to operate large numbers of sensors distributed over the city to collect the data needed to generate reliable environmental surveillance of an area. UAVs connected to the infrastructure will play a critical role in this and their part in network relay connectivity and situational awareness will be essential [63] . An example of overlapping application domains is proposed in [73] : UAV-based gas monitoring to actively support evacuation measures (civil safety) in gas of a gas leak such as the one in Bhopal (disaster response) by continuously providing real-time measurements for the areas currently used as evacuation corridors.
Application Types for UAVs in Smart Cities for Public Safety

Sensing & Monitoring Applications
A variety of UAV-based smart city applications have been reported in the literature. Broadly speaking, the main contribution from UAVs to smart city applications will be their ability to serve as mobile sensing platforms MSPs. As such, they can operate in three spacial dimensions (i.e., get close to objects even if these are at a distance from the ground, assume elevated positions above locations or objects of interest and chose their position on the basis of it being sustainable and not affecting other participants of smart city operations), are not restricted by congested networks on the ground and can autonomously adapt their exact location and the settings of their sensors to deliver the best possible service. Platform mounted sensors can contribute to public safety in the areas of imagery [65, 74, 75] , monitoring [34, 40, 53, 69, 74, [76] [77] [78] [79] [80] [81] [82] [83] [84] [85] [86] [87] [88] and surveillance [34, 40, 46, 48, 53, 78, 82, 87, [89] [90] [91] ].
Actuation Applications
With regard to the acting capabilities and the potential for using UAVs in a smart city, there are a lot of applications that are mentioned in recent literature. While the obvious advantage of less power demanding operations during passive activities such as sensing will probably be favored until more efficient flight is achieved and lighter and better batteries are available, the applications that make use of active interactions of the drones with the environment are already numerous. The main example for acting drones is the use of UAVs as a mobile aerial communication infrastructure [54, 92] , specifically in the domains of delivering wireless broadband [52, 53, 55, 56, [58] [59] [60] [61] 92, 93] and, more low-tech, VHF/UHF radio coverage. The latter is especially relevant during emergencies [92] .
In addition, UAVs can be used for inspection and repair tasks [81] that require autonomous manipulation [94] or simply for logistic operations [81] to e.g., deliver packages [33, 34, 80] . However, the vast majority of active contributions to civil defence and public safety operations is found in the use of on-board processing capabilities that allow a device to process (or at least pre-process) data collected from the sensing applications. This can range from aggregating data for e.g., damage assessment [68] or to provide public safety on beaches [71, 95] or ports [71] to interpreting this data to e.g., support civil defence teams on the ground [96, 97] , locate victims [83] or assess damage [68] . Most of these actuation tasks are described as high-level services.
Services
As already mentioned, UAVs serving as mobile sensing platforms can perform a wide variety of sensing tasks, essentially limited only by the sensors that can be mounted to the platform. As such, the use of UAVs for a broad range of surveillance tasks has been suggested in the literature [40, 48, 82, 87, [89] [90] [91] , covering the areas of urban surveillance [46] , aerial surveillance [53] , border surveillance [34] and tracking and surveillance tasks in general [78] . Furthermore, there is significant literature on the use of UAVs for monitoring purposes [34, 40, 74, [80] [81] [82] 86, 98] which can be as diverse as the monitoring of infrastructure [88] , specifically pipelines [76] but also of personal [69] and, in case of disasters, victims [83] . Traffic can be monitored [53, 68, 78] (e.g., counting cars [85] for traffic management [40] and traffic control systems [84] ), as can be the environment [40, 77, 79, 87] (e.g., the mapping of vegetation [68] ), entire ecosystems [68] and the weather [40] (specifically in the context of atmospheric forecast [79] ).
UAVs have been used to support patrolling [70, 88] (e.g., border patrol [34, 53] , coast patrol [95] and even indoor patrol [99] ), to inform situational awareness [33, 65, 81, 88, 96, 97] , for costal management [68] , in the context of terrain survey and mapping [90] and, generally, for data collection [89] .
In the context of civil defence and public safety, when operations are ongoing, mobile sensing platforms and multi-agent swarms have been used to support civil defence teams on the ground [96, 97] , to provide emergency assistance [34] and to assist in search and rescue operation [66] . UAVs are used in fire fighting [80] (e.g., heat source detection [96, 97] ), to locate victims [83] but also for the protection of personal [69] . Notable examples of the latter are the detection of radiation [100] , the monitoring of forest-or wildfire [53, 78] and to assist with evacuation [73, 100] .
The potential of drones' actuation capabilities has especially been mentioned in the context of handling or recovering hazardous material [78] . In addition, and a logical extension to the monitoring capabilities, damage assessment [68] and inspection and repair operations [90] such as power lines inspection [91] , power grid inspection [81, 86] and infrastructure inspection [41, 86, 88, 99, 101] have been performed by UAVs by employing their autonomous manipulation capabilities [94] . Finally, as mentioned above, logistic operations [81] are widely discussed, with package delivery [33, 34, 80] already being trailed by major logistic and retail operators such as Amazon, DHL etc.
Advantages of Using UAVs, Individually or in Swarms
UAVs in General
UAVs are mobile [61, 70, 88] and airborne [91] and hence, offer a number of advantages for the application scenarios mentioned above. Regarding sensing-focused applications such as monitoring, surveillance or real-time data-driven situational awareness, their mobility [91] , ability to operate in 3D environments [61] , relatively light weight [91] and their potential to cover large areas and distances [34, 53, 94] makes them ideal candidates for mobile/aerial urban sensing platforms [46, 53] . In the context of providing services UAVs increasingly provide on-board decision making capabilities [66] through sometimes significant embedded processing power [91] , making it possible to use them for complex operations such as e.g., the inspection of urban structure (such as bridges) [94] or to create 3D models of urban locations [65] and in environments where the connectivity is limited. In the context of hazardous operations, UAVs have the advantage of being expendable (i.e., not humans) [88] and have been used to assist human personnel on the ground [65, 96, 97 ].
Usage of UAV Swarms in Smart Cities and for Public Safety Applications
Since resources, and the maintenance thereof, come at a cost, and since there are many stake holders in a smart city, it seems that pooling resources will be a normal development as applications using UAVs become more pervasive. For example, an example of a consortium being created to share UAV resources and, more importantly, the imagery generated by the UAV, is reported in [68] .
By their very nature, UAV-based sensor networks lend themselves for approaches using multiple devices and the literature reports on a number of swarm-based approaches and implementations, specifically the use of UAV swarms realizing/augmenting GSM cell networks [52, 53, 55, 56, [58] [59] [60] [61] 92, 93] or wireless sensor network [54, 57, 92] . These consider both, homogeneous UAV swarms [34, 46, 55, 56, 77, 87, 100, 102] as well as swarms consisting of more than one type of device, e.g., UAVs working with Unmanned Ground Vehicles (UGVs) [8, 60, 88] or with Unmanned Surface Vehicles (USVs) [70, 71] . As discussed in (e.g., [70] ) multiple UAVs can work together to identify objects of interest (shipwreck survivors, intruders) in water (here: the open sea) using multiple device types (aquatic as well as aerial devices, the former serving as a landing platform/staging location for the latter). They leverage this resource to reduce the operational drain on the battery of the UAV. An approach to determine optimal hovering locations for multiple drones is proposed in [61] , while [103] discusses an experimental design for a mobile landing platform for aerial surveying. 
Application Area: Civil Security and Disaster Response
UAVs have been used for disaster-monitoring (floods, fires, landslides) [79] , -response [104] (fire fighting [80] , oil spills or floods [77] ), -relief [61, 104] as well as -recovery [78] . They have been used in search and rescue missions [66] , for data collection [89] , triage [105] and rapid assessment [106] . Scenarios include (water) border protection [70] , water rescue [71] and general monitoring of difficult aquatic terrain such as coasts [68] or beaches [95] . Furthermore, UAVs have been used as active participants in logistics operations [33, 80, 81] and supply missions [33] where they have been used to deliver supplies [34] , recover hazardous materials [78] or (autonomously) manipulate objects [94] . UAVs have been used to provide services in the context of disaster management [41] and assistance, transportation [93] and construction management and, what seems to be the most common application, to deliver communication capabilities [61] . For example, UAVs can be used as mobile nodes in communication networks (to replace or augment destroyed infrastructure or to overcome geographical obstacles limiting line of sight communication like VHF/UHF radios) [92] . In another example a temporary aerial cell network to provide communication access to wide areas in the immediate aftermath of a infrastructure destroying event such as a tsunami or an earthquake (both of which can conceivably happen during ideal weather conditions for UAVs) is discussed [56] .
In 2005, Hurricane Katrina, tied with the 2017 Hurricane Harvey as the most destructive and by far the costliest disaster in U.S. history, caused damages in excess of $100 billion and resulted in the largest mass migration since the U.S. Civil War [107] . Generally speaking, disasters such as earthquakes, landslides, volcano eruptions, tsunamis and floods) can result in large loss of lives and properties [108] . Such disasters occur more frequently then most people realize: e.g., according to the United Nations Office for Disaster Risk Reduction and [77] , in the three decades between the years 1980 and 2011 there were close to 3500 flood disasters globally.
The pure economic impact of large scale disasters-natural as well as man-made disasters or attacks-forces governments and international institutions to acknowledge the threat and to prepare for it. This includes putting in place measures and equipment to respond to-and mitigate the impact of-such incidents. Since we already discussed applications for UAVs related to mitigating the impact of an event (i.e., to implement measures taken in advance of it) in the context Public Safety measures in Section 2 we will focus in this section on the use of drones in response to-and for the implementation of civil security measures in the wake of-catastrophic disasters or attacks.
Most Common Mission Types for UAVs in Civil Security and Disaster Response
One of the most common applications scenarios in the literature is the use of UAVs to provide cellular network coverage, i.e., flying GSM base stations [58] (e.g., [52, 53, 55, 56, [58] [59] [60] [61] 92, 93] ), and as Section 3.1.1 discusses, this is also the case in the context of disaster response. The second most common application type is using UAVs to provide or augment remaining sensing capabilities [84] (e.g., [34, 40, 53, 68, 69, 74, [76] [77] [78] [79] [80] [81] [82] [83] [84] [85] [86] [87] [88] ). Section 3.1.2 explores the idea of UAV-based mobile sensor networks while Section 3.1.3 focuses on using UAVs for the purpose of intelligence gathering.
To avoid a dramatic increase in loss of life and economic damage, disaster response has to be implemented within no more than 72 h of the event [81, 105, 109] . Therefore, speed and mobility are important aspects of applications. Since as well as man-made disasters often come with a significant (if not total) loss of infrastructure, disaster assessment and response/recovery operations are normally facing the time consuming challenge of having to establish communication infrastructure and to build/import information gathering capabilities before other coordinated activities can be undertaken. In this context, UAVs can be of tremendous value (see Figure 3 ), either as mobile communication infrastructure or as mobile sensing devices for data collection. 
Mobile Wireless Access Networks
Since UAVs are currently still rather costly when compared to traditional static sensors, and considering that in many cases the basic requirements for an infrastructure are currently being met by existing infrastructure, it is not surprising that a good part of the literature places its work in the context of emergencies or the immediate aftermath of a infrastructure destroying event such as a tsunami or an earthquake (both of which can conceivably happen during ideal weather conditions for UAV flight operations) [56] . As suggested in (e.g., [59] ) UAVs can be used to build and operate a UAV-based communication server, providing wireless access to victims in an emergency area after a disaster or when the communication infrastructure has suffered an attack. While the majority of the literature considers emergency (cell-)communication networks operating through autonomous and decentralized swarms consisting entirely of UAVs [55] , other work such as (e.g., [60] ) proposes the use of heterogeneous swarms (here UAVs and UGVs) for messaging systems designed to enable communication between stationary locations (such as e.g., shelters). The advantage of such a dynamic and deployable infrastructure is that it can be adapted to serve only those locations currently in operation, maximizing the usage and performance of the system. For further reading we suggest [34] for a good survey of UAV-based communication for civil use scenarios and [33] for an overview over important issues and challenges in UAV communication networks.
Mobile Wireless Sensing Networks
While UAVs have been used in all of the three mission categories listed in Section 3.2.1 below, their inherent mobility makes them especially suitable for information gathering applications in post-incident scenarios where static existing infrastructure has been destroyed or is overwhelmed (see Figure 3 for a comparison of UAV sensing networks versus regular (static) Wireless Sensor Networks).
Monitoring, Intelligence Gathering & Situational Awareness in Inaccessible Environments
As a disaster unfolds, immediate evacuation and mitigation efforts can be aided by UAVs, (e.g., [73] ) proposes UAV-based gas monitoring to support evacuation measures while [100] discusses a UAV swarm-based radiation detection system. Such a swarm could monitor the development of poisonous/radioactive clouds in real-time. Especially in the context of leaked radioactive materials (such as e.g., the 2011 Fukushima reactor incident) accurate real-time tracking of the contamination (e.g., an invisible cloud) may be crucial when managing a large scale evacuation effort.
Furthermore, UAVs can be used to gather information and update intelligence for locations that cannot be accessed by ground vehicles and in environments that are extremely hostile such glaciers and volcanoes [89] (e.g., [106, [110] [111] [112] for the use of UAVs over volcanoes). For example, the use of UAV-based imaging technology in the wake of the 2010 Merapi volcanic Eruption and the 2014 Kelud volcanic Eruption (both in Indonesia) is reported in [106] . In both cases, the UAV-based mapping system was efficiently applied to assess the post-disaster situation of the volcano.
Mission Categories and Application Classes for Civil Security and Disaster Response
Mission Categories
In the literature (e.g., [105] ) 3 categories (stages) of disaster operations are distinguished:
1.
Pre-disaster preparedness: pre-empting actions that would cause-or worsen the impact of-a disaster and implement measures to mitigate (or entirely avoid) the impact of an event.
2.
Disaster assessment: evaluate the areas impacted by a disaster, assess the extent to which they are affected and aggregate this information into reports.
3.
Disaster response and recovery: on the basis of the above, react and respond efficiently.
Application Classes
Above we discuss the advantages of using UAVs as mobile sensor networks in the context of disaster related scenarios (cf. Section 3.1.2). In accordance with the literature (see Figure 3 ) we argue that the by far biggest advantage of using UAVs (in the context of providing communication or sensing infrastructure) is generated during-or in the aftermath of -a disaster.
The American Red Cross distinguishes four main application classes for the use of UAVs as mobile sensing platforms in disaster assessment and disaster response and recovery missions [104] : Table 2 gives an overview of recent disaster response and recovery operations where UAVs were used and details the type (fixed wing (W) versus rotary (R) UAV, see Section 4.2.1 for a discussion of the relevance of this distinction) and the application area (SR, RM, SI or DE) the UAV was used in. 
Application Types for UAVs during or in the Wake of Disasters
As mentioned in Section 3.2.1, in the field of disaster response and mitigation mission are classified as belonging to one of 3 categories, or stages [105] , with a clear temporal ordering: while the first stage is before the event, the latter two stages are happening during and (mainly) after the event has occurred. Since one mayor advantage of UAVs is their mobility and the ability to adapt to changing environments and missions, their use is especially advocated for the periods during and after an event as the preparedness can be addressed by other, more permanent infrastructure and hardware. Applications for UAVs in the time before a disaster are similar to those discussed for Smart City & Public Safety (cf. Section 2), above. Therefore we focus on applications using UAVs during-or in the immediate aftermath of -a or man-made disaster (or an attack). As before in Section 3.2.2 we distinguish applications by whether they are mainly concerning sensing (such as SR, RM or SI, mentioned above), acting or the delivery of a service (such as RM or DE, above).
Sensing & Monitoring Applications
The vast majority of applications found in the literature are related to sensing, monitoring, data collection and surveillance [48, 89] . In this context, 3 sub-categories seem to emerge from the literature:
1.
search and rescue (SAR) [104] /wilderness SAR [78] missions, mainly to locate [65, 83, 88, 99] of victims (e.g., after avalanches [85] or flooding [71] ) but also to monitor them [83] .
2.
situational awareness [33, 65, 81, 88, 96, 97, 105] , including indoor situational awareness [99] , inspection tasks [90] , heat source location [96, 97, 105] and damage assessment [68, 81] .
3.
surveillance [40, 48, 82, 87, 90, 91, 113] and monitoring [74, [80] [81] [82] 86, 88, 113] missions. UAVs are ideal suited for aerial surveillance [53, 93] and tracking [78] . They are widely used for structural-monitoring [105] (and -inspection [104] ), traffic-monitoring [53, 68, 78] (and -management [40] ), environment monitoring [34, 40, 53, 79, 87 ] (e.g., for terrain [90] and vegetation [68, 114] surveying, assessing ice/snow thickness [115] and ecosystem monitoring [68] ), hazard monitoring (for e.g., gas [73] , radiation [100] but also for wildfires [78] or forrest fires [53] ) and weather monitoring [40] , specifically atmospheric forecast [79] and wind [116] .
Actuation Applications
With regard to actuation applications, participating in logistic operations [33, 80, 81] such as supply-delivery [34] and -missions [33] are the ones most common applications. UAVs have also been to recover hazardous materials [78] and for the autonomous manipulation of objects [94] .
Services
As mentioned, the by far the most common UAV/UAV swarm -based service is to provide communication support [55, 58] , with the use-case examples ranging from contributing to aerial communication infrastructure [52] [53] [54] 56, [59] [60] [61] , over the delivery of broadband wireless connectivity [52, 53, 55, 56, [58] [59] [60] [61] and VHF/UHF radio coverage (especially in emergencies scenarios when relatively low-tech approaches are often favored) [92] to forming mobile wireless sensor networks (WSNs) [54, 57, 92] . In addition, UAVs are often used as mobile sensing platforms for reconnaissance [104] or to assist with infrastructure inspection [85, 86, 88, 101] , specifically power lines inspection [91] (cf. Section 3.1.2). They can also be used for patrolling [70, 88] and to map an area/for terrain surveying [90, 104, 105] . UAVs have also been used to protect human resources by employing them to monitor and protect personal [69] , to assist with evacuation efforts [73, 100] and for humanitarian localization [79] . Notably, a UAV-embedded microphone array was used to facilitate the identification of humans by sound (in case of lack of visual data or when the humans are not in the line of sight) [109] . Furthermore, UAVs have been used for debris estimation [104] and, as mentioned before, generally for missions that required operating in extreme environments [41, 89, 106, [110] [111] [112] .
Advantages of Using UAVs, Individually or in Swarms
UAVs in General
The following reasons for using drones in disaster scenarios are [104] :
• UAVs can reduce disaster worker-, claims adjuster-, and risk engineer-exposure to danger. Furthermore, UAVs support on-board decision making [66] due to their embedded processing power [91] . Their mobility [61, 91] , ability to provide real-time data [65] and their lightweight character [91] make them ideal for the monitoring of structures [94] . For example, a UAV-based method for disaster evaluation on the basis of remote image classification in e.g., earthquake and flood scenarios was proposed in [117] , a consortium that shared UAV resources and, more importantly, the imagery generated by the UAV is discussed in [68] . Due to their ability to cover different height levels [91] and their imaging capabilities [74, 75] they can be used to generate and provide 3D models of areas for SAR missions [65] . UAVs are furthermore expendable (i.e., not humans) [88] and can be equipped with ground penetrating radar [85] or sensors to identify humans by sound [109] .
Usage of UAV Swarms in Civil Security and Disaster Response Applications
The use of multiple devices in swarms is increasingly considered, both for homogeneous swarms (consisting only of UAVs) [34, 46, 55, 56, 77, 87, 100, 102] as well as for heterogeneous swarms [60, 88] (combining UAVs and unmanned ground vehicles (UGVs) or [70, 71] (combining UAVs and unmanned surface vehicles (USVs). Specifically, the use of multiple UAVs working together to identify objects of interest (shipwreck survivors, intruders) in water (here: the open sea) using multiple device types (aquatic as well as aerial devices, the former serving as a landing platform/staging location for the latter) is discussed in [70] . Their UAV is capable of landing on water to reduce the operational drain on the battery. Regarding UAV swarms, an approach for optimum hovering locations for multiple drones is offered in [61] . Finally, We refer the reader to [34] for a good survey of UAV-based communication for civil use scenarios, which often requires the cooperation of multiple devices.
Application Challenges
UAVs also poses challenges, ranging from ensuring communication with-and between-the devices to enable applications to be implemented in the first place, (Section 4.1) hardware and software choices that can strongly affect performance and applicability (Section 4.2) up to a number of issues faced when operating drones in society and the physical environment (Section 4.3).
Communication and Communication Infrastructure
We distinguish two main categories of communication challenges: (1) issues relating to the establishing and operating of the underlying communication network [118] , including ensuring certain topological properties (e.g., maintaining a fully connected network [119] , establishing redundancy [61] and avoiding bottlenecks) and (2) matters related to either the data communicated over such networks [118] or the services provided with them [34] (e.g., broadband wireless connectivity [93] , wireless sensor network [57] or providing VHF/UHF radio coverage during emergencies [92] ). Communication is an important challenge for UAV swarms; we refer to the surveys [30, 34] on UAV-based communication (civil use cases) and [33] on UAV communication networks.
Operating a Communication Infrastructure
Communication is identified as one of the integral basic functionalities of a swarm [12] . Because of their high mobility and capability for rapid deployment [34] , UAVs are often proposed as enabler for aerial mobile communication structures. i.e., as supplement to-or even replacement of-existing communication infrastructure in case it has been compromised or entirely wiped out [61] .
Communication networks have certain topological requirements (such as e.g., they must be fully connected to the back haul network) and recently a number of creative solutions have been proposed, ranking from Google's solar power drones that are intended to remain airborne for extended periods of time to e.g., the use of High Altitude Balloons (HAB) to relay data traffic and to boost signals [118] .
The deployment and positioning of UAVs to form a cell network [55] and to dynamically adapt its topology to account for link loss and to avoid outages and connectivity problems [119] have been addressed in the literature. Secure communication protocols for inter-UAV as well as UAV-sensor communication is discussed in [64] . Aspects related to operating in the physical environment such as optimizing hovering locations [61] and handling data processing requirements (i.e., operating under computational constraints) through e.g., UAV-Cloud systems [77] have been addressed in the literature. A good survey of important issues in UAV communication networks is offered by [33] .
Operating in the Absence of a Communication Infrastructure
A third aspect, previously unmentioned, is the fact that UAVs may have to operate in the absence of-or under the assumption of unreliable or compromised-communication infrastructure. This can be due to the location (indoor [99] or in so-called urban canyons between high rise buildings [50] ) disasters (such as e.g., Hurricane Katrina, which lead to the disconnection of 3 million land-line phones and more than 2000 cell sites [55] ) or when the infrastructure has been compromised (e.g., [120] ). A significant amount of research [7, [12] [13] [14] [15] [16] [17] [18] [19] 121] is now directed at self-organizing formation control and self-assembly methods especially in the absence of global communication.
Hardware and Software
Device Classes
Above in e.g., Table 2 we followed the US Red Cross [104] and simply distinguished UAVs as being either fixed wing or rotary UAVs. Here we elaborate on this in more detail and consider another distinction within the class of rotary UAVs (cf. Table 3 for a brief overview over these 3). Table 3 . The 3 basic UAV types, as distinguished in [105] . This is a non-comprehensive list, e.g., ref [92] lists rockets and balloons as additional device types but these are not considered in this article. There are already a large number of diverse devices and different device types commercially available and the difference in price can be substantial between them. Other than the price, application specific requirements determine the suitability of a device/device-type for specific applications. The differences between fixed wing and multicopter UAVs with respect to e.g., their usability and performance for surveillance operations [48, 94] indicate that device specifications will determine suitability for specific missions. The-sometime significant-differences in cost makes determining the optimal device and device-type for applications a challenge. Table 4 illustrates the variations in e.g., payload capacity that the three types of devices can deliver. Next to flight time, maximum payload might be the most crucial aspect when choosing a device type, as e.g., radiation detection and measurement applications might require rather heavy sensing equipment [100] , while for e.g., the detection of life signs (such as respiratory motion) in victims of disasters [83] the application relies on device mounted special equipment.
Drone Type Pros Cons Applications Price (US$)
Device Payload and Flight Time
Applications range from localization of avalanche victims using the signals from specialized wireless enabled devices to using UAV-based ground penetrating radar can be used to scan large areas [85] to UAVs that carry the hardware required to enable embedded video processing and data acquisition [75] . Since flight time may depend on the carried fuel or batteries there is a possible trade-off between available payload and maximum air-time. The examples compiled into Table 4 refer specifically to gas sensing operations. These examples include a solar powered UAV [126] (most drones will require recharging or refueling between missions) a UAV-based CO2 concentrations sensing system [122] with a payload of 3.5 kg, UAV helicopter with a 3 kg payload used to measure gases in extreme conditions (i.e., over volcanoes) [110] . However, these are examples for relatively low requirements: ref [125, 127] use a fixed wing UAV with a 3.5 m wingspan and maximum payload of 56 kg while [124] employed a UAV with an even larger wingspan and payloads of up to 40 kg. In the literature, many of the approaches referenced above perform the respective task using only a single UAV and report on the challenge of off-setting the impact caused by the dynamicity (here: wind) of the environment. This further motivates the use of swarms to cover entire areas at the same time, enabling the operator to treat the environment as static.
Sensing Equipment
Above we already mentioned radiation detection [100] , ground penetrating radar [85] ultraviolet and infrared spectrometer [110] to measure volcanic gases. Another approaches in the literature report using Global Navigation Satellite System Reflectometry (GNSS-R) [79, 128, 129] , sonar sensors or laser range finders [130] , optical and hyper-spectral cameras or Synthetic-Aperture Radar [79] . Often, a variety of different sensors is required to cover all wave lengths of interest. In [131] the author identifies light sensors with sensitivity to various wavelengths in the field of precision agriculture:
• Visible spectrum imaging, • Infrared spectrum imaging [132] , and • Fluorescence excitation
The more specialized a sensing array is, the more precise applications can be driven by the data generated by it. However, specialized equipment normally comes at a high cost and with limited versatility. Since devices such as sensing arrays and fixed wing UAVs with large payload capacity are expensive and require significant maintenance [79] , sharing resource between practitioners, agencies or companies may offer a alternative to otherwise prohibitively large investments by reducing overall cost and increase cost-performance ratio.
Software
Given on-board processing power, UAVs are increasingly able to contribute to problem solving and data processing tasks. This development also continuously makes UAVs potentially more autonomous as algorithms required for e.g., flight path calculations can be born by the devices themselves. In addition, this reduces the requirements placed in the communication infrastructure since less data has to be communicated to a centralized command.
When it comes to the available software, the challenge is either to identify suitable off-the-shelf software or to invest in designing and implementing proprietary solutions, which may require resources and time. However, the literature is teeming with novel approaches, algorithms and software implementations addressing a vast variety of problems. To name just a few: a geometric correction algorithm to reduce image distortion for UAV-based imagery (in disaster scenarios) [74] , an algorithm to dynamically adapt the communication network topology to account for link loss and to avoid outages and connectivity problems [119] , an image processing algorithm to process imagery provided from sensors mounted on aerial devices [131] , an approach for optimum hovering locations for multiple drones [61] , an off-line path planning algorithm for heterogeneous UAV swarm-based surveillance scenarios to ensure persistent surveillance [87] , and a self-adapting multi-object evolution algorithm facilitating path planning for UAVs [102] .
UAV Operation
Operating UAVs poses a number of challenges as well, such as testing and simulating swarms of UAVs and training operators, which normally require expensive simulators [41] because the conditions under which UAVs operate are different from those of conventional piloted aircraft [93] . However, the environment in which UAVs operate itself poses reason for concern, independent of the environment; operating a large number of devices in the same airspace requires a commonly agreed upon traffic management approach. In addition to these practical operational issues, there are of course other concerns regarding the operation of these devices as well as regarding the use of these devices as sensing devices (i.e., Security and Privacy concerns) [133] .
Environmental
Environmental challenges involve weather conditions (rain, wind gusts, humidity, temperature), terrain characteristics (presence of high canopy in the vicinity of the area of interest) etc. [94] . Experiments have shown [134] that the power consumption may depend significantly more on environmental conditions such as side winds than on either the payload or the altitude. High (and changing) winds are likely to be an issue when operating in coastal zones [41] . Operating multiple UAVs in unknown scenarios requires fast and adaptive path planning to avoid collisions and to ensure optimal travel times for the devices. In [102] a self-adapting multi-object evolution algorithm to facilitate UAV path planning is proposed and simultaneous localization and mapping based real-time tracking can be used when GPS signals can not be used reliably or are unavailable [120] .
Generally speaking, the choice for device and hardware will be influenced by the environment the device is intended to operate in. The more specialized an application is, the more specialized the operational requirements regarding the environment may get, and it is important to clearly define the specifications of environmental conditions beforehand.
UAV Traffic Management
Currently available off-the-shelf multi-rotor UAVs can remain airborne for approximately 15-20 min before needing to recharge [105] , motivating the use of optimization techniques to optimize flight paths. In the context of managing the airspace when large and very large numbers of UAVs are operating in the same theatre, ref [80] investigates platooning for UAV swarms and proposes an approach that can handle massive fleets and handles device malfunctioning or intrusion well. In [135] multiple device types addressing the Travelling Salesman Problem (TSP) in the context of measuring/surveilling an area is considered. In [87] an off-line path planning algorithm for UAV swarms tasked to provide continuous and uninterrupted surveillance coverage over an area is proposed. Another problem class found in the literature is the so-called Watchman Routing Problem (WRP) which is similar to the TSP but considers line of sight visibility [67] . In [136] the Optimal WRP is discussed while [137] considers the WRP under limited visibility. Heuristics to solve such problems (well known to be of high complexity) are needed to increase the efficiency of dispatch and scheduling for UAV swarms.
Finally, if UAVs are to be allowed to operate within urban areas, a city-wide traffic management system has to be created to handle the increasing traffic occupying the same airspace. A cloud-based system for city-wide unmanned air traffic management offering sensor systems to keep the city safe and control systems for collision avoidance is proposed in [101] , with the authors arguing that "[...] unmanned aircraft need unmanned air traffic control. Traffic lights for cars are unmanned and low-cost.".
So-Called Legal Issues
Drones, albeit their almost pervasive presence (it is increasingly difficult to find someone who has not seen a drone operating in the wild), are still somewhat of a revolutionary technology in that their use and availability is spreading considerably faster than awareness about potential concerns or legislative frameworks to address these concerns [78] . For the near future different countries will probably continue to impose different regulations regarding the use of UAVs [105, 133] , and those regulations may be subject to frequent change and amendment. The use of UAVs in public airspace touches on a number of technical and societal concerns and challenges [62] . Currently, there are not many certainties with regard to the legal regulations for drones since-as it is frequently the case with new technologies-their rapid adoption outpaces legal, policy, and social ability to cope with issues regarding privacy and interference with well-established commercial air space [63] . As mentioned in the next section, cybersecurity, privacy, and public safety concerns need to be addressed [62] . It should be noted though that for applications in the context of emergency or disaster scenarios different regulations may apply to the usage of UAVs [105] and that currently special authorizations are usually granted to flying devices to help first responders. A survey of the main security, privacy, and safety aspects associated with the use of civilian drones in the national airspace is provided by [47] .
Privacy and Data Security
With the market for civilian UAVS expanding and the number of devices in operation rapidly increasing poses threats to people, property and privacy rights [47] . In [78] the authors analyse the risk drones can pose for privacy and data protection and [62] surveys aspects of cybersecurity, privacy, and public safety in the context of drones in future smart cities. In [84] the use of UAVs to augment the sensing capability of a smart city is proposed but the authors suggest a data broker to manage the privacy and security issues related to sharing data across subscribers. In addition, as discussed above, the communication of the data has to be protected through secure communication protocols (e.g., the work of [64] to secure communication between drones and smart objects). A survey over the main security, privacy, and safety aspects associated with the use of civilian drones in the national airspace is offered by [47] , but as mentioned above, the legal situation is currently changing quickly and for the foreseeable future the literature reviews are expected to be trailing the actual state of affairs.
Conclusions
Due to an increase in the availability and diversity of affordable hardware, and the performance of virtually all relevant sub-systems, and due to the massive decrease in cost and difficulty to operate, UAVs are rapidly becoming a common part of a variety of applications. In this article we have briefly discussed our view on three application areas which already have (and will increasingly continue to do so) benefitted from the use of UAVs. We make the distinction between sensing hardware and actuators, both of which can be mounted onto UAVs to become purpose-made/specialized devices. We argue that such mobile sensing/actuation platforms have already matured to the point where they are widely considered as a viable addition to existing application and approaches.
Combining all of the above, what stands between UAVs and the wide-spread use of them is not the lack of application or availability of devices but a number of challenges, identified in Section 4. As we continue to-one by one-overcome these (or continuously improve on our solutions to them), UAVs will probably become a more common sight in every-day life applications as well as constitute an increasingly important role in highly specialized infrastructures. In most cases, the challenges identified have to be addressed not only for individual devices but also for swarms of devices. We believe that with increasing use and availability of UAVs, the emergence of UAV-swarms is inevitable. We furthermore believe that the usefulness of such swarms will dramatically increase with growing autonomy of both the individual swarm member, as well as the entire collective. Our work in the last 5 years has focused on the design of novel (and often nature-inspired [138] [139] [140] [141] ) approaches and algorithms to optimize the collective performance of swarms of UAVs (cf. [35] [36] [37] [38] [39] ). Future work will aim to validate these theoretical results using swarms of at least 3 of the drones shown in Figure 4 . As such, this article is meant to serve as a brief overview over the state of the art, but also to offer an outlook over the things that are yet to come and the challenges that we will face along the way. The interested reader is further referred to the following selected publications which also provide an overview over their respective topics: [7] (from 2017), titled "Bio-inspired self-organising multi-robot pattern formation: A review" (193 references), [8] (from 2018), titled "Decentralized planning and control for UAV-UGV cooperative teams" (53 references) and [48] (from 2018), titled "Cooperative Robots to Observe Moving Targets: Review" (110 references). This list is, of course, not comprehensive.
With regard to an extensive overview over civil applications for UAVs in general we refer the reader to [10] (from 2019), titled "Unmanned Aerial Vehicles (UAVs): A Survey on Civil Applications and Key Research Challenges" (366 references). Finally, we recommend to keep an eye on the web page of this journal (MDPI Drones) where new publications are continuously made available for download.
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